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Abstract

Blockchains face significant scalability limitations that currently prevent their mass adoption, despite their contribution to the trans-
formation across various sectors. Layer 2 (L2) solutions emerge as a promising avenue to alleviate these limitations, offering scala-
bility enhancements while trying to retain the core security guarantees of underlying blockchains. However, despite their increasing
prominence, the security assumptions underpinning Layer 2 solutions have not been sufficiently scrutinized. Addressing this gap,
this paper contributes a rigorous examination of the security assumptions inherent in the most used blockchain Layer 2 scalability
solutions (Payment Channel Networks, Optimistic Rollups, Zero-Knowledge Rollups, Validium, and Volition), by compiling and
specifying all security assumptions that permissionless blockchains rely on, as well as, the additional security assumptions that
Layer 2 solutions currently need on top of the inherited ones. Our analysis reveals that Layer 2 solutions need additional security
assumptions beyond those already established by their underlying blockchains (Layer 1, or L1). By delineating these assumptions
and their implications, our research facilitates a deeper understanding of the security challenges in blockchain scalability solutions.
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1. Introduction

The emergence of the Bitcoin white paper in 2009 [7] en-
abled the creation of blockchain technology. This technology’s
extensive adoption and implementation have brought about
numerous transformations in our interactions with the world.
These range from the creation of secure and decentralized dig-
ital currencies [7] to the establishment of equitable and secure
voting systems [8], and even encompass the facilitation of trust-
worthy digital identification across the Internet [9].

This surge in popularity gave rise to a multitude of appli-
cations, including decentralized applications [10], decentral-
ized finance [11], non-fungible tokens [12], blockchain-based
games [13], and AI-enhanced blockchain systems [14], all
leveraging this innovative technology. However, this growth
also exposed many blockchains to severe congestion, resulting
in suboptimal performance and high transaction fees. Notably,
the Ethereum network encountered average transaction fees of
almost $200 during peak periods in May 2022 [15].

In response to these challenges, a variety of scalability solu-
tions have been proposed to enhance blockchain performance.
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While some have proven successful, others have failed—often
due to security issues—sparking heated debates within the com-
munity that ultimately led to hard forks and the creation of new
cryptocurrencies. Concrete examples of these security lapses
can be found at rekt.news or hacked.slowmist.io, which cat-
alogs hacks and exploits typically used to drain funds from
blockchain systems, particularly through Layer 2 extensions.
According to a leaderboard of the most lucrative hacks involv-
ing blockchain systems [16], 31 of the top 50 occurred between
2022 and April 20243, and many involved bridge smart con-
tracts4 connecting Layer 1 and Layer 2. Given these ongoing
incidents, it is crucial to understand the security assumptions
that underpin both Layer 1 and Layer 2 blockchain systems.

A motivating example of the risks associated with Layer 2
solutions is the 2022 hack of the Ronin network [17, 18],
the Ethereum side chain developed to support the play-to-
earn game Axie Infinity. As the game grew in popularity, the
Ethereum main chain became too slow and expensive to handle
the high volume of in-game transactions, prompting developers
to deploy a Layer 2 solution to reduce fees and improve scala-
bility. The Ronin bridge allowed users to move assets between

316 in 2022, 13 in 2023, and 2 in 2024.
4A bridge smart contract is a program that connects two or more blockchains

and manages the transfer of assets or data between them. It typically locks or
burns tokens on one chain, while minting or releasing corresponding tokens on
another chain. This process ensures a secure and reliable way for blockchains
to communicate and share resources without trusting external intermediaries.
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Table 1: Comparison of our work against the current literature.

Work L1 Security
Analysis

Discuss L1
Security assumptions

L2 Security
Analysis

Discuss L2
Security assumptions Empirical Results

Wang et al. (2019) [1] ✓ ✗ ✗ ✗ Only for L1
Soni et al. (2019) [2] ✓ ✗ ✗ ✗ ✗
Yu et al. (2022) [3] ✓ ✗ ✗ ✗ ✗
Gangwal et al. (2022) [4] ✗ ✗ Only for PCNs ✗ Only for L2s
Koegl et al. (2023) [5] ✗ ✗ Only for rollups ✗ ✗
Liu et al. (2025) [6] ✓ ✓ ✗ ✗ Only for L1s
Our work ✓ ✓ ✓ ✓ ✓

Ethereum and the side chain, but its security relied on a limited
set of trusted validators. In March 2022, attackers exploited
this trust model by compromising a majority of the validators
and forged transactions that drained over $600 million from the
bridge. A more rigorous security analysis of the bridge’s under-
lying assumptions, particularly its validator threshold and cen-
tralization risks, might have exposed this vulnerability before
it was exploited. This incident illustrates the urgent need to
systematically examine the security assumptions that underpin
Layer 2 scalability solutions.

Our contributions. Over the last few years, a number of
surveys on Layer 2 techniques for scaling blockchains have
been made [19], providing comprehensive analysis of vari-
ous scaling solutions including payment channels, rollups, and
sidechains [20]. Additional research has examined Layer 2
protocols specifically within the context of decentralized ap-
plications and their implementation challenges [21], and even
some of them are rollup-specific [22], offering detailed security
frameworks for blockchain Layer 2 protocols. While they pro-
vide useful insights, they do not provide an exhaustive security
analysis for those solutions. This paper contributes to the exist-
ing body of knowledge by providing an in-depth survey of the
security assumptions underlying permissionless blockchains,
and their Layer 2 scalability solutions. To that end, the pa-
per first contextualizes the work by presenting the blockchain
scalability problem and surveying current solutions. Then, the
paper delves into an examination of the security assumptions
fundamental to blockchain systems, and proceeds to scrutinize
how these are extended to cover Layer 2 solutions. Addition-
ally, the paper proposes a categorization of both the existing
Layer 2 solutions and their security assumptions. To the best
of our knowledge, this is the first work to explicitly analyze
the security assumptions upon which blockchain Layer 2 so-
lutions rely. Table 1 summarizes the previous work done on
the topic of security analysis on Layer 1 and Layer 2 against
our manuscript, highlighting that we provide with an analysis
of security on Layer 1 and Layer 2, as well as, discussing the
security assumptions on both layers, while providing with em-
pirical results and/or case studies in some cases. In particular,
and to the best of our knowledge, there is no other study that
explicitly lists and specifies the security assumptions that a per-
missionless blockchain should have, as well as, how Layer 2
solutions are inheriting those assumptions, and which are the
additional security assumptions that each Layer 2 make on top

of the inherited ones.

Paper organization. The rest of the paper is organized as fol-
lows: Section 2 introduces the blockchain scalability chal-
lenge, from the problems to the approach proposed to solve
this problem, going through the goals it aims to achieve. Sec-
tion 3 presents the solutions that are currently used to scale
blockchains. Section 4 performs an analysis of the security as-
sumptions that Layer 1 and Layer 2 are currently relying on.
Section 5 presents the discussion regarding practical implica-
tions of our study, as well as, particular instances of attacks
occurred on blockchain that happened due to a fault on one or
more security assumptions. Moreover, this section also presents
the trade-off we found between security, scalability and decen-
tralization on the analyzed Layer 2 solutions. Finally, Section 6
presents the conclusions and future work for this article.

2. Blockchain scalability: problems, goals and approach

In this Section, we discuss the main scalability issues
blockchains face, along with their associated goals and the
approaches proposed to overcome them. We focus on three
practical constraints—throughput, hardware requirements, and
networking—and then address the broader theoretical perspec-
tive of the Blockchain Trilemma. Finally, at the end of this
Section, we briefly comment how Layer 2 trade-off the corners
of the Trilemma.

2.1. Problems: throughput, storage and networking

From a practical point of view, permissionless blockchains
currently encounter major challenges in three areas:

2.1.1. Throughput
The most common metric for measuring blockchain scalabil-

ity is transaction throughput, typically expressed in transactions
per second (TPS). However, this metric alone does not always
capture scalability accurately. Appendix A presents a discus-
sion of alternative metrics.

Figures 1 and 2 illustrate the range of TPS for Bitcoin and
Ethereum from January to September 2023. Bitcoin processes
approximately 3 to 8 TPS, with occasional spikes above 8 TPS,
while Ethereum ranges between 10 and 14 TPS, peaking once
above 18 TPS. These values fall significantly short of traditional
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non-blockchain payment systems, like VISA [23], which con-
sistently average around 1700 TPS.

The throughput of a blockchain is closely tied to block size.
While increasing block size can theoretically raise throughput,
it also raises block propagation delay and increases node re-
source demands, potentially centralizing the network. Although
studies exist indicating that moderate block size increases do
not profoundly impact security (e.g. increasing Bitcoin’s limit
to four megabytes [24]), this remains a sensitive parameter.

2.1.2. Hardware requirements
Two critical hardware considerations are computation and

storage resources. Keeping node costs low encourages broader
participation and supports decentralization. In permissionless
blockchains, nodes must download and verify the network’s en-
tire history. For instance, Ethereum’s full history surpasses one
terabyte of raw data [25], making it challenging for less power-
ful devices (e.g., IoT) to join.

2.1.3. Networking
Finally, data in most traditional blockchains is broadcast and

replicated to all nodes. This method can limit scalability as the
network expands, particularly when bandwidth is constrained.
Table 2 compares the hardware and bandwidth requirements for
Bitcoin [26], Ethereum [27], and Solana [28].

2.2. Goals: Fulfill the Blockchain Trilemma

Beyond these practical issues, the core challenge of scal-
ing blockchains lies in preserving security and decentralization.
This challenge is captured by the Blockchain Trilemma [30], in-
troduced by Vitalik Buterin, which argues that scalability, de-
centralization, and security cannot all be maximized simultane-
ously (Figure 3).

Security ensures that only valid, immutable transactions per-
sist.

Decentralization distributes control across many nodes.

Scalability supports high throughput and future growth with-
out extensively altering node infrastructure.

Networks that emphasize one or two properties inevitably di-
minish the others to some degree (e.g. Nano [31], IOTA [32],
XRP [33], eosio [34], Bitcoin [26] or Ethereum [27]). Al-
though some researchers propose adding a fourth property (the
so-called “quadrilemma”) [35, 36], no consensus exists on its
definition. Thus, our focus remains on scalability, security, and
decentralization [37, 38].

2.3. Approach: From monolithic to modular blockchains

The ultimate goal is to address the Blockchain Trilemma
without sacrificing any of its core components. However, the
constraints closely parallel the CAP theorem [39], where con-
sistency, availability, and partition-tolerance cannot be fully
achieved at once. As a result, blockchain consensus protocols
typically balance these factors—for example, Proof-of-Work

emphasizes availability, while Proof-of-Stake focuses on con-
sistency.

Initial efforts attempted to build a monolithic blockchain, in-
corporating all tasks in one integrated system. This approach
frequently struggles as the network expands. A more recent
strategy divides the functionality into modular layers or com-
ponents, each responsible for a core blockchain function:

Consensus for block agreement and transaction ordering.

Execution for processing and updating state.

Data availability to ensure that the data remain accessible.

Settlement for finalizing transactions.

Interoperability for trustless cross-chain communication.

Each layer aligns more strongly with one corner of the
Trilemma; for instance, data availability addresses scalability,
while consensus and execution protect security, and interoper-
ability promotes decentralization. The resulting modular ap-
proach seeks to flexibly swap, improve, or combine compo-
nents to maintain a balanced emphasis on scalability, security,
and decentralization even as the system evolves.

2.4. Trade-offs in Layer 2 Solutions

Layer 2 solutions offer a range of approaches to enhance
scalability, but each must balance security and decentraliza-
tion alongside throughput. For instance, Validium relies on
off-chain data availability, which can offer higher transaction
throughput. However, this design introduces additional trust
assumptions: if the off-chain entity providing data availabil-
ity fails or acts maliciously, the security of the system can be
compromised. Consequently, Validium trades away on-chain
security guarantees for increased scalability.

Similar trade-offs exist across various Layer 2 designs:

Optimistic Rollups rely on fraud proofs and a challenge pe-
riod. This maintains a high level of compatibility with
the underlying network, but prolongs finality.

ZK-Rollups use Zero-Knowledge Proofs for state validity.
They enhance security and reduce trust assumptions but
can be resource-intensive to implement, adding com-
plexity to the overall system, and affecting scalability
and decentralization.

Validium offers fast and low-cost transactions by moving data
off-chain, but reduces security guarantees.

Hybrid Approaches. In pursuit of better alignment with the
Blockchain Trilemma, recent proposals explore combining
multiple data availability mechanisms or consensus models to
maximize security without unduly sacrificing decentralization.
Approaches sometimes referred to as “hybrid rollups” split
transaction and data publishing between off-chain and on-chain
resources. Alternative data availability models, such as data
shards or Data Availability Committees (DACs) [40], introduce
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Figure 1: Historic data of Transactions per Second (TPS) of the Bitcoin network. Data obtained from statoshi.info.

Figure 2: Historic data of Transactions per Second (TPS) of the Ethereum network. Data obtained from migalabs.io.

Table 2: Comparison of Bitcoin, Ethereum and Solana networks in terms of hard drive, CPU cores, RAM memory and bandwidth requirements.

Network Hard Drive Space Number of CPU Cores Amount of RAM Internet Bandwidth Number of Nodes4

Bitcoin1 >450 GB HDD 1 1 GB 5 Mbps ≈ 10.000
Ethereum2 >900 GB SSD 2-4 4-8 GB 25 Mbps ≈ 6.000
Solana3 >2 TB SSD >12 128 GB 300 Mbps ≈ 1.200
1 Data from Bitcoin documentation.
2 Data from Ethereum documentation.
3 Data from Solana documentation.
4 Number of nodes obtained from [29].

redundancy and partial trust assumptions that can improve se-
curity over fully off-chain methods.

The core challenge for Layer 2 designs is to find a config-
uration that upholds security and decentralization while deliv-
ering the scaling benefits required for real-world use. Hybrid
approaches hold promise in mitigating the typical trade-offs by
selectively blending off-chain scalability techniques with strong
on-chain assurances. By distributing trust and validation across
multiple parties or networks, it may be possible to maintain

robust security properties, achieve higher throughput, and pre-
serve a significant degree of decentralization. Future research
will clarify which hybrid models offer the best balance across
the Trilemma’s competing dimensions.

Once we have introduced the security assumptions for
Layer 1 and Layer 2, we perform an in-depth comparison of
the trade-offs that Layer 2 present in Section 5.3.

4
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Figure 3: Blockchain Trilemma. Icons from Vecteezy.com.

3. Blockchain scalability solutions: Layer 0, Layer 1 and
Layer 2

This Section first outlines the boundaries of this study and
then summarizes the existing approaches to scale blockchains,
categorized by the layer of their deployment.

3.1. Scope of this study: Bitcoin or Ethereum Virtual Machine-
like blockchains

In this work, we focus on the security properties of Layer 2
solutions. However, to contextualize these approaches, we
briefly review how each Layer 0, 1, and 2 addresses scalabil-
ity.

While the previous Section discussed scalability in general,
here we focus on solutions and techniques primarily designed
to scale Bitcoin and Ethereum.

Moreover, through this study, we consider only public (or
permissionless) blockchains. These are open networks in which
anyone can interact and participate on the consensus validation.

Furthermore, we consider Layer 0 (L0) to be the underlying
infrastructure on which the blockchain is built. This layer in-
cludes both virtual and physical infrastructures such as servers,
network protocols, and communication channels. Layer 1 (L1)
refers to the blockchain itself, the actual protocol that imple-
ments the rules and allowed operations on the blockchain pro-
tocol. Finally, we consider as Layer 2 (L2) the additional proto-
cols built on top of L1 protocols, that provide additional func-
tionalities and/or scalability capabilities.

3.2. Layer 0 (L0)

Before even tackling improvements over the blockchain it-
self, there exist solutions that focus their efforts on the propa-
gation protocol (i.e., trying to solve the issue presented in Sec-
tion 2.1.3), where enhancements made directly over the way
the information is transmitted by the nodes of the blockchain
could improve its overall throughput. For more information
about Layer 0 improvements, we refer to [41].

Let us present concrete examples of projects that implement
enhancements over Layer 0.

bloXroute [42] is known as the first Blockchain Distribution
Network (BDN) [43]. This technology enables faster

block propagation and, therefore, transactions. In sum-
mary, it allows to increase the block size, reduce the
block interval and minimize the risk of forks.

Velocity [44] is an improved propagation protocol based on
erasure codes [45]. Roughly speaking, it aims to in-
crease the throughput by mining larger blocks.

Kadcast [46] is a protocol specifically designed for efficient
block propagation, offering speed, security, and effi-
ciency. It uses the widely recognized Kademlia architec-
ture [47], which is a structured overlay topology known
for its effectiveness in facilitating efficient broadcast op-
erations with adjustable redundancy and overhead.

Erlay [48] is a transaction dissemination protocol that signif-
icantly reduces the bandwidth consumption by a node.
It not only enhances the network’s security by enabling
more connections to be established at a lower cost
but also strengthens privacy by fortifying the network
against attacks. Essentially, Erlay achieves increased
network connectivity while minimizing the impact on
bandwidth and latency, making it a cost-effective solu-
tion.

3.3. Layer 1 (L1)
Layer 1 (L1) solutions modify the blockchain’s core con-

sensus or data structures (i.e., on-chain improvements). For a
broader survey of these solutions, see [19, 36].

The following are the most prominent examples in this cate-
gory.

3.3.1. Block size
In this Section, we consider solutions that modify (directly or

indirectly) the block size. As the ultimate goal, these solutions
aim to increase the effective block size of the blockchain.

The first –and obvious– approach we can consider on this
category is to increase directly the block size since, increasing
the block size allows to fit more transactions into blocks and,
therefore, increases throughput. However, as introduced above
in Section 2.1.1, this measure also increases the block propaga-
tion delay and forces the nodes to use more computational re-
sources to validate and finalize transactions, increasing the bar-
rier of entry for new nodes joining the network. Bitcoin Cash
(BCH) [49] arose from a hard-fork from the Bitcoin (BTC) net-
work in 2017, that decided to increase the Bitcoin block size
from one megabyte to four megabytes. Currently BCH is using
32 megabytes as block size [50].

Another approach over the Bitcoin network related to the
block size was the soft-fork activated (through the BIP-1415,
SegWit [51]) in August 2017. This BIP consisted on the reor-
ganization of the digital signatures of transactions on the block,
separated from the rest of transaction data, and a modification
on the way of measuring transaction size (now called transac-
tion weight). This restructuring resulted on a reduced transac-
tion size which, in turn, allowed a larger effective block size.

5BIP: Bitcoin Improvement Proposal.
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3.3.2. Sharding
This approach presents the ability to split the database into

many shards in a way that the nodes validating the blockchain
do not need to keep track of the whole blockchain. Instead,
nodes are grouped in communities and each community keeps
track of a shard of the whole database. In this way, the storage
requirements (recall Section 2.1.2) are decreased, thus lowering
the barrier to entry into the network.

This approach was once considered as part of the Ethereum
roadmap; however, the rapid development of Layer 2
rollups [52] (more in Section 3.4.2) and the appearance of
Danksharding [53] (and Proto-Danksharding [54] as an inter-
mediate step) to improve further the rollups has lead to a rollup-
centric scaling approach instead of a sharding-centric one [55].

3.3.3. Probabilistic consensus
In this category, improvements made over the consensus

mechanism are explored.

Proof-of-Work (PoW). It was the first blockchain protocol that
brought consensus to the Bitcoin network. Its strengths are se-
curity and decentralization; however, it offers low scalability
and consumes large amounts of energy. Several proposals were
made in order to improve the scalability capabilities that PoW
has.

Improving Proof-of-Work. Let us briefly present three of them.

Bitcoin-NG, proposed in 2016 by Eyal et al. [56], aims
to enhance blockchain scalability using Proof-of-Work
(PoW). It introduces a segregation of the Bitcoin con-
sensus process into leader election and transaction seri-
alization. Time is divided into epochs, and within each
epoch, a leader is elected through PoW to create blocks
continuously without the need of performing PoW. This
approach results in two types of blocks: key blocks; gen-
erated by miners for leader selection, and microblocks;
created by the elected leader within their epoch and con-
taining actual transactions. Bitcoin-NG achieved a sig-
nificant increase in transactions per second (around 10
times), but confirmation times are longer, requiring wait-
ing for approximately 100 key blocks to prevent double-
spending.

Bicomp, introduced by Jiao et al. [57] in 2018, it builds upon
the Bitcoin-NG approach and aims to reduce the power
of the elected leader. It follows a similar structure with
the creation of two types of blocks: macroblocks and
microblocks. The process occurs in rounds, each with
an elected leader. Contesting miners use PoW for leader
election through macroblocks, while transactions are
packed into microblocks by miners also utilizing PoW.
In each round, the elected leader receives multiple simul-
taneously mined microblocks and serializes them into a
single macroblock, which is then broadcasted to the en-
tire network.

Greedy Heaviest Observed Sub-Tree (GHOST) was pro-
posed by Sompolinsky and Zohar [58] as a solution to
enhance fairness, mining power utilization, and prevent
double-spending in PoW blockchains. The GHOST
rule was developed to address the challenges faced at
high transaction throughputs in Bitcoin, where even
unsophisticated attackers could exploit the system. By
changing the main chain selection from the longest chain
to the chain with the heaviest sub-tree, the GHOST rule
considers PoW blocks that do not make it into the main
chain. This approach improves security and enables a
high throughput Bitcoin blockchain, capable of handling
up to 200 TPS. However, the process of finding the
main chain in GHOST poses challenges and potential
vulnerabilities to denial of service attacks. Ethereum
has incorporated a simplified version of GHOST in
some of its versions.

Proof-of-Stake. Proof-of-Stake (PoS) [59] consensus was in-
troduced as an alternative to PoW mainly due to its high energy
usage. PoS selects the block creators (i.e., the validators) de-
pending on the coins owned by the validator. Unfortunately,
PoS did not solve the scalability problem and, in terms of secu-
rity, it is vulnerable to new attacks, such as the Long Range At-
tack [60] or the Nothing at Stake Attack [61]. Nonetheless, rel-
evant networks such as Ethereum are using this protocol as the
basis for its consensus mechanism, while constantly improving
it through EIPs6. Although PoS is a weaker consensus mech-
anism in terms of security, it effectively reduces the energetic
cost of running the network.

Improving Proof-of-Stake. Let us present two improvements
made over PoS.

Delegated Proof-of-Stake (DPoS) [62] was introduced with
the aim of improving the scalability of PoS. In this
variant of the protocol, the participants, based on their
stakes, periodically choose delegates from their ranks.
These delegates are responsible for creating blocks on
behalf of the other participants.

Ouroboros [63] is an improved version of a PoS consensus
that is currently used on the Cardano network [64].
The protocol ensures security and enhances the scala-
bility of PoS by appointing delegates within an epoch
through a coin-flipping algorithm. Nodes generate a ver-
ifiable random number to demonstrate their suitability
for delegate status. Each epoch is composed of multi-
ple slots. Delegates employ a multi-party computation
method based on their stakes to randomly select block
creators for the slots in an epoch. These same dele-
gates also participate in electing delegates for the sub-
sequent epoch. Ouroboros Praos, introduced by David
et al. [65] in 2018, is another PoS protocol akin to
Ouroboros. It delivers security in a semi-synchronous
blockchain environment, safeguarding against compro-
mise of blockchain stakeholders.

6EIP: Ethereum Improvement Proposal.
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Proof-of-X. Besides PoW and PoS, there are other Proof-of-
X (probabilistic) consensuses presented as alternatives to PoW
(or Nakamoto-like consensuses) and PoS (and its improved ver-
sions). Let us briefly present one of them.

Proof-of-Space [66] is a consensus mechanism in which val-
idators commit disk storage space to the blockchain net-
work. Validators, often called “farmers”, are selected
to create new blocks based on the amount of space they
have allocated. The more space provided, the greater the
probability of being chosen, promoting fairness and en-
ergy efficiency.

3.3.4. Hybrid consensus
Hybrid consensus protocols combine two or more existing

approaches to balance security and scalability. Examples in-
clude system designs that merge PoW with BFT, or PoS with
GHOST, yielding improved throughput at the cost of added
complexity.

Ethereum Gasper, originally on the Ethereum roadmap, there
was a proposal called Ethereum Casper [67] that com-
bined PoS and Byzantine fault tolerance (BFT) [68].
Casper was intended to be deployed on the Ethereum
network on 2020; however, further research shifted this
proposal to implement the Ethereum Gasper, which is
the merge between Ethereum Casper and GHOST (ex-
plained in Section 3.3.3).

ByzCoin Protocol [69] combines the Bitcoin-NG (explained
in Section 3.3.3) with PBFT [68] to achieve fast final-
ity on the Bitcoin network. The consensus protocol was
built on top of a Collective Signing (CoSi) method [70]
to further improve PBFT by using a tree-structured com-
munication.

Byzantine Agreement (BA) Protocol [71] is the consensus
protocol used on Algorand. It achieves finality in less
than a minute. Moreover, Algorand uses another addi-
tional random verifiable function to scale the BA algo-
rithm.

3.4. Layer 2 (L2)

The scaling solutions described in this section enable the ex-
traction of computational processes from the primary network
(Layer 1) and execute them off-chain. This means that, instead
of performing the computing intensive part of the activity over
the blockchain directly, the bulk and computational-consuming
part of the job can be outsourced on a Layer 2 and, finally, post
an update on Layer 1 in order to reflect the changes happened
off-chain.

A crucial characteristic of these solutions is the fact that they
are implemented completely separated from Layer 1 in such a
way that, in theory, they do not require changes over the existing
Layer 1 protocol for them to work.

Let us present the different Layer 2 technologies considered
in this article.

3.4.1. Payment Channel Networks (PCNs)
Payment Channel Networks (PCNs) [72] facilitate the cre-

ation of a peer-to-peer network layered on the primary
blockchain network, granting participants the freedom to carry
out unlimited transactions without being constrained by the
inherent limitations of the underlying blockchain. However,
Payment Channels within this framework must address various
concerns related to security and reliability. The most promi-
nent examples of this approach are the Lightning Network [72]
for the Bitcoin network, and the Raiden Network [73] for the
Ethereum network.

For an in-depth explanation about how Payment Channel
Networks work, please refer to Appendix C.

3.4.2. Rollups
Rollups are a Layer 2 technique that allow to bundle trans-

actions together and publish them in batch on the blockchain,
along with a proof for its correctness.

Depending on the manner this proof is generated and val-
idated, there exists two different flavors for Rollups: Opti-
mistic Rollups –backed by fraud proofs–, and Zero-Knowledge
Rollups –backed by validity proofs–.

Let us explain what the Optimistic Rollups and Zero-
Knowledge Rollups are.

Optimistic Rollups. Optimistic rollups [74], as stated before,
are a kind of rollup that is based on fraud proofs. In short,
a fraud proof presents an evidence that a state transition was
incorrect.

Hence, Optimistic Rollups are considered to be “optimistic”
because they assume that the off-chain state transition com-
puted is valid. Optimistic Rollups rely on the fraud proof to
detect the cases where an invalid transaction is computed. The
way it works is the following: after a rollup batch is com-
puted and posted onto Ethereum, the system sets a time win-
dow (called the challenge period) during which everyone can
challenge the results of the posted computation and present a
fraud proof, invalidating the posted result. On the one hand, in
case the fraud proof succeeds, the rollup re-executes the trans-
actions posted on that batch and updates the rollup state (and
underlying blockchain) accordingly. Additionally, when a fraud
proof succeeds, the Sequencer responsible for including the in-
valid state transition is punished and receives a penalty. On
the other hand, if no successful fraud proof was submitted dur-
ing the challenge period time-window, then the published state
transition is considered valid and it is accepted on Ethereum.

For an in-depth explanation about how Optimistic Rollups
work, please refer to Appendix D.

Zero-Knowledge Rollups. Zero-Knowledge Rollups [75] (or
ZK-Rollups) are backed by validity proofs. Validity proofs
represent off-chain computations sent to Layer 1. They typi-
cally use a Succinct Non-interactive ARgument of Knowledge
(SNARK) or a Scalable Transparent ARgument of Knowledge
(STARK) as the Zero-Knowledge Proof. With this proof, the
rollup is able to compress a huge amount of computation into a
small –succinct– proof that is fast and easy (at least faster and
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easier than re-executing all the transactions bundled together)
to verify on the Layer 1.

Before deep diving into SNARKs and STARKs, let us
present a couple of examples that will help us better understand
how Zero-Knowledge Proofs work.

Two balls and the color-blind friend. Consider two spheres that
are identical in every feature except for their color: one is red,
and the other is green. Suppose a person, Victor (the Verifier),
that is unable to tell these colors apart due to a red–green color
blindness. He doubts whether these spheres are truly different
in color. There is another person, Peggy (the Prover), that wants
to prove Victor that the spheres are of different colored without
disclosing which sphere is red and which sphere is green.

The protocol proceeds as follows:

1. Both spheres are given to Victor, who conceals them be-
hind his back.

2. Victor selects one sphere at random, shows it to Peggy
(who can distinguish red and green), and then returns it
behind his back.

3. Victor may or may not switch the spheres behind his back.

4. Victor picks one of the two spheres at random and presents
it, asking, “Did I switch the sphere?”

5. Peggy, by observing the color, answers whether a switch
occurred.

If the spheres were truly the same color, any correct response
to the question would be a mere guess with probability 0.5. Re-
peated ensembles of rounds would provide a statistical measure.
Consistent correct answers become extremely unlikely under
random guessing. Thus, when the prover consistently answers
correctly across multiple trials, Victor must conclude that the
spheres differ in color.

Throughout this process, Victor never learns which sphere is
red and which is green. The only information he gains is that
the spheres are distinguishable by its color. In other words, no
additional knowledge is revealed other than the fact that the two
spheres are not the same color.

Where’s Wally?. One well-known illustration of a Zero-
Knowledge Proof is the “Where’s Wally?” example. In this sce-
nario, the Prover wants to demonstrate to the Verifier that they
know Wally’s position on a particular page of a Where’s Wally?
book, but without revealing the exact location.

This example has two different parts: a Setup and a Protocol.
Regarding the setup,

• The Prover prepares a large black board, twice the size of
the book in both dimensions.

• The board has a small cut-out hole, exactly the size of
Wally.

The protocol goes as follows:

1. The Prover places the black board over the page so that
Wally is visible through the hole.

2. Because the board is larger than the book, the Verifier can-
not determine the precise position of the hole on the page.

3. The Verifier can see Wally through the hole but cannot see
any other part of the page.

4. Hence, the Verifier is convinced that the Prover knows
where Wally is but learns nothing else about his location.

Please, note that in both examples explained here, the Prover
is able to proof to the Verifier of this statement because they
knows the knowledge they want to prove.

For an in-depth explanation about how Zero-Knowledge
Rollups work, please refer to Appendix D.

SNARKs and STARKs. Both SNARK and STARK, in the con-
text of blockchains, allow you to prove that the post-state of
a group of transactions is correct without having to re-execute
them.

SNARK stands for Succinct Non-interactive ARguments of
Knowledge:

Succinct: The proof is significantly smaller than the
transaction data it covers. Verifying these small
proofs usually takes only a few milliseconds, and
the proof itself often spans only a few hundred
bytes.

Non-interactive: There is no ongoing communication
between the Prover and Verifier. By applying the
Fiat–Shamir heuristic [76], an interactive system
can be transformed into a non-interactive one,
which speeds up verification.

ARguments: This mechanism protects the Verifier
from being tricked by a Prover with limited com-
putational power. In theory, a Prover with infi-
nite power could generate false proofs, but these
arguments ensure soundness.

Knowledge: A Prover cannot generate a valid proof if
they do not actually possess the specific under-
lying data (the “witness”). Without this knowl-
edge, creating a legitimate proof is impossible.

STARK stands for Scalable Transparent ARgument of Knowl-
edge. In essence, STARKs rely on weaker cryptographic
assumptions (for example, they do not require a Trusted
Setup) but face drawbacks like larger verification times
and bigger proof sizes.

Scalable: Moving the bulk of the computation off-chain
greatly reduces on-chain execution costs. Proof
size and verification time usually grow only log-
arithmically with respect to the input size.
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Transparent: STARKs do not need a (toxic) Trusted
Setup, where a special reference string is built
and shared. Instead, STARKs rely on publicly
verifiable randomness to create any necessary
setup data, avoiding the risk of “toxic waste.”
See [77].

ARgument: Identical to what is explained in Sec-
tion 3.4.2.

Knowledge: Identical to what is explained in Sec-
tion 3.4.2.

Security differences between SNARKs and STARKs. While
SNARK and STARK are used to create Zero-Knowledge
Proofs, they differ in their cryptographic assumptions.
SNARKs typically rely on elliptic curve pairings, which require
a Trusted Setup. If this setup is compromised, it can undermine
the entire system. In contrast, STARKs remove the need for
a Trusted Setup by relying on publicly verifiable randomness
and collision-resistant hash functions. This approach is gener-
ally considered more robust against quantum attacks. However,
STARK proofs take more space and time to verify, so they trade
off performance benefits for stronger security guarantees.

Additionally, it is important to state that both rollups post the
plain transaction data computed off-chain into the Layer 1 as a
way to achieve data availability7.

Validium. Validium [78] is a technique very similar to a ZK-
Rollup. Its main difference relies on the fact that, while a ZK-
Rollup uses off-chain computation and on-chain data availabil-
ity, validiums use an off-chain approach for both characteris-
tics: computation and data availability. The main benefit of
using Validiums over a ZK-Rollup is thus in terms of cost: the
major part of the costs when using a ZK-Rollup comes from
providing on-chain data availability [79].

Nonetheless, in order to withdraw funds from Layer 2 back to
Layer 1, the user needs to prove to the bridge smart contract that
they own the requested amount on Layer 2. This is done using
a Merkle proof of inclusion [80]. The only guaranteed way
to provide with such proof is by having access to transaction
history and building the proof by yourself.

In this sense, ZK-Rollups always guarantee the ability to
build such proofs (since they always post the plain text trans-
action onto Layer 1; i.e., they provide with on-chain data avail-
ability), whereas Validium does not do that. They typically rely
on an off-chain data availability platform where these transac-
tions are stored.

Volition. Volition [81] offers a dynamic way to adjust the data
availability when publishing transactions onto Ethereum. They
offer flexibility when sending transactions: allowing to send
them à la ZK-Rollups (i.e., posting the plain transactions along
with the proof for its correctness) or send them à la Validium
(i.e., keeping the data availability off-chain).

7Note that, with “data availability”, we refer to the fact that data produced
off-chain (i.e., on Layer 2) is available on Layer 1 in a way that no network
partition has the ability to withhold data.

4. Security analysis

4.1. Blockchains: Layer 1

The aim of this section is to describe the underlying security
assumptions that Layer 1 blockchain schemes inherently pos-
sess.

4.1.1. Reliable consensus
Consensus is how blockchain participants agree on the net-

work’s state. In a distributed system such as a blockchain, all
nodes must reach agreement on transactions and blocks.8

The problem of reaching consensus in a distributed system
has been studied since 1977, when Lamport [82] presented a
framework for proving the correctness of a multi-process pro-
gram. Specifically, the author demonstrated that two distinct
criteria have to be met for ensuring correctness: safety and live-
ness9.

In 1980, Pease et al. [83], formally defined an algorithm to
reach consensus in the context of faulty (or malign) parties in
the system.

Later, in 1985, Fisher et al. [84] presented the Fisher, Lynch
and Paterson (FLP) impossibility. This theorem states that
achieving agreement10, validity11 and termination12 simultane-
ously is impossible in an asynchronous system. For this reason,
various –relaxed– versions of consensus have emerged in an
aim to circumvent the FLP impossibility.

While Fisher et al. do not make explicit references to safety
and liveness, they underscore the challenges of ensuring both
agreement (safety) and termination (liveness) in distributed sys-
tems.

Finally, in 1999, Brewer presented the CAP conjecture
(which later, in 2002, became a theorem thanks to the proof by
Gilbert and Lynch [85]) that, briefly, states that any distributed
data storage can achieve, at most, only two of the following
three properties:

Consistency Ensures that every read receives the most recent
write or results in an error.

Availability Guarantees that every request receives a non-error
response, without the assurance that it contains the most
recent write.

Partition Tolerance Allows the system to continue operating
even when an arbitrary number of messages are dropped
or delayed by the network between nodes.

8Technically speaking, there are two ways to participate in this process: by
exchanging messages over the network, or by using a shared memory. Nonethe-
less, due to the nature of blockchain systems, the lack of trust, and the physical
distance of the nodes conforming the network, the second approach is unfeasi-
ble.

9Defined in Section 4.1.4.
10Agreement implies that two fault-free nodes can not output two different

values.
11Validity implies that if all the fault-free nodes propose the same value y,

then every fault-free node has to output y as well.
12Termination implies that every fault-free node will eventually output a

value.
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This theorem, however, announced that there are trade-offs
between consistency and availability in the presence of network
partitions. Thus, in this setting, the CAP theorem is simply an
instance of the fundamental fact that you cannot achieve both
safety and liveness in an unreliable distributed system [86].

All of this previous research resulted on the creation and ap-
pearance of fault-tolerant, relaxed versions of consensus proto-
cols that are applicable to blockchain systems, while ensuring
the two main properties Lamport stated. For instance, Bitcoin
only offers weak consistency, i.e., different nodes on the sys-
tem might end up having different views of the blockchain as a
result of forks.

Considering this, the consensus protocols that blockchains
are currently using can be categorized in one of these three main
categories:

Nakamoto consensus. This category comprises from the orig-
inal Proof-of-Work of Bitcoin network to any other
tweaking made to this kind of consensus. For instance,
Ethereum’s Proof-of-Work (before The Merge [87]),
Zcash, or Monero’s Proof-of-Work would fit here.

Proof-of-X. Since one of the biggest criticisms of Bitcoin is
its intensive energy usage, Proof-of-X consensus mecha-
nisms aim to replace the power-hungry computation with
other more efficient computation (or remove the compu-
tation altogether). Protocols like Proof-of-Stake, Proof-
of-Space, among others would fit here.

Hybrid proofs (also known as ebb-and-flow consensus).
In order to circumvent the poor performance as well
as safety limitations (e.g., weak consistency and low
fault-tolerance), the appearance of consensus protocols
where a committee (rather than a single node) that
collectively drives the consensus have emerged. Hybrid
proofs that contemplate multiple committees also would
fit here. Examples in this category can be the Algorand
or ByzCoin consensus protocols.

Thus, Layer 1 blockchains assume they run a reliable con-
sensus protocol that either favours consistency or availability
under partition tolerance.

4.1.2. Secure cryptographic primitives
Hash functions are the fundamental cryptographic building

block used in blockchains. The National Institute of Standards
and Technology (NIST) provides the standard criteria for eval-
uating hash function security [88].

For more information about this criterion, we refer to Ap-
pendix B.

Let us exemplify which is the role of hash functions for the
particular case of Bitcoin and Ethereum.

Bitcoin On the one hand, Bitcoin primarily makes intensive
use of the Secure Hash Algorithm 256 (SHA-256) [89]
for mining, transaction verification, and the creation of
the digital signatures.

Regarding mining, SHA-256 hash function is used to
compute the hash of a block candidate which contains
the previous block hash, the Merkle Root [80] (which is
the hash root of all the transactions in the Merkle Tree,
the hash function to compute this root is, again, SHA-
256), the timestamp, the difficulty target (a parameter
that is adjusted every 2016 blocks in a way that every
block takes roughly 10 minutes to be mined), the nonce
(a 32-bit field that miners can change to try to get a hash
result lower than the target), among others.

Bitcoin uses the SHA-256 hash function in combina-
tion with the Elliptic Curve Digital Signature Algorithm
(ECDSA) (more on that below in this Section) to cre-
ate and verify digital signatures for transactions. Finally,
RIPE Message Digest-160 (RIPEMD-160) [90] is used
within the address generation.

Although RIPEMD-160 is used on top of the SHA-256
digest, this hash function does not provide more security
on top of the SHA-256, since its solely purpose is to
provide a shorter Bitcoin address.

Ethereum On the other hand, Ethereum [91] makes use of
a variation of Secure Hash Algorithm-3 (SHA-3) [92]
known as Keccak-256 [93, 94]. In particular, this
hash function is used in a range of different aspects of
Ethereum.

Starting with transaction message digests, when a new
transaction is created in Ethereum, the transaction’s con-
tent, including sender address, recipient address, value,
and other parameters, is hashed using the Keccak-256
hash function. The resulting hash, known as the transac-
tion message digest, uniquely identifies the transaction
and is used for transaction verification and inclusion in
blocks.

Another use of this hash function can be found in the
block header and block hashes. Each block in the
Ethereum blockchain contains a block header, consist-
ing of various fields like previous block hash, transac-
tion Merkle root, and timestamp. The block header is
hashed using Keccak-256 to produce the block hash,
which uniquely identifies the block. The block hash is
crucial for block verification and linking blocks together.

Additionally, when Ethereum was using Proof-of-Work
as its consensus mechanism, it used Ethash [95] which,
in turn, made use of Keccak-256 as the hash function to
mine blocks.

The security of hash functions is measured in security bits.
Table 3 summarizes the security strengths presented by the
NIST regarding the security bits the different hash functions
Bitcoin and Ethereum networks rely on.

Thus, in summary, Layer 1 blockchain systems assume their
hash functions are secure, that is, there do not exist generic
attacks that are able to find preimages, second-preimages and
collisions with costs lower than the security bits described in
Table 3.
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Table 3: Security bits of hash functions used on Bitcoin and Ethereum network. Extracted from [96].

Hash function
Collision Resistance

Strength in bits
Preimage Resistance

Strength in bits
Second Preimage Resistance

Strength in bits

SHA-256 128 256 256 − L(M)*

SHA-512 256 512 512 − L(M)*

SHA3-256 128 256 256
SHA3-512 256 512 512

RIPEMD-160** < 80 160 160 − L(M)*

* L(M) is defined as L(M) = log2
len(M)

B , where len(M) is the length of the message M in bits and
B is the block length of the function in bits. On the hash functions listed, B = 512 for SHA-256,
SHA3-256 and B = 1024 for SHA-512 and SHA3-512.

** Data deduced from the similarity of RIPEMD-160 to SHA-1.

The other cryptographic primitive blockchains heavily rely
on is the digital signature used to sign transactions in a pseudo-
anonymous manner.

Both Bitcoin and the Execution Layer of the Ethereum net-
work make use of Elliptic Curve Digital Signature Algorithm
(ECDSA) [97], which is considered secure by the NIST13.
Additionally, since November 202114, Bitcoin also supports
Schnorr signatures [101]. The Consensus Layer of Ethereum
makes use of BLS (Boneh-Lynn-Schacham) signatures [102].

It is important to note that the different signature schemes
considered in this article make use of algebraic curves [103].
In particular, ECDSA and Schnorr signatures make use of el-
liptic curves [104], a particular case of algebraic curves. The
actual curve used on Bitcoin (for both ECDSA and Schnorr sig-
natures) and on the Execution Layer of Ethereum is secp256k1.
The specification of this elliptic curve can be found in [105]
defined by the Standards for Efficient Cryptography Group
(SECG) [106]. Ethereum BLS signatures make use of BLS12-
381 [107] as the specific algebraic curve, defined by Electric
Coin Co. [108].

Finally, with respect to signature schemes that require a
nonce15 in order to generate the signature, it is extremely impor-
tant that this nonce comes from a reliable source of randomness,
or at least, derive it deterministically [109, 110, 111, 112, 113].

Thus, in summary, blockchain systems assume that Layer 1
makes use of secure signature schemes, implemented on a se-
cure algebraic curve.

4.1.3. Decentralization
Decentralization is crucial for blockchain systems. It enables

both consensus and censorship resistance. A peer-to-peer net-
work where all nodes have equal roles creates this decentraliza-
tion. That is, there are no nodes that are “more important” or

13The digital signature scheme used by both Bitcoin and Ethereum is ap-
proved by NIST, whereas the particular algebraic curve is not approved by
NIST.

14Due to the activation of BIPs 340, 341 and 342 [98, 99, 100], also known
as “Taproot”.

15A cryptographic nonce is a random (or pseudo-random) number used only
once in a cryptographic communication.

have “more responsibility” than others. Moreover, in the case
of blockchain, there are additional properties required to obtain
a decentralized network. Namely, physical geographical distri-
bution, mining/staking distribution, among others.

In order to achieve that, decentralization is encouraged
through a number of different techniques:

• Lowering the barrier of entry (in terms of hardware cost)
to use and participate in the network.

• Providing with different software clients.

• Providing with different hardware architecture support.

• Encouraging the spread and installation of nodes in differ-
ent geographical locations. Additionally, when setting up
a node on an IaaS platform (e.g., Amazon Web Service),
avoiding choosing a platform that already has a relevant
number of nodes running.

• Encouraging ownership diversity by, for instance, the im-
plementation of a variety of exchanges.

• Encouraging developers to join by facilitating develop-
ment and maintenance.

In the case of Ethereum, the Ethereum Community has de-
voted much effort in implementing and maintaining a number
of different clients (both on Execution and Consensus Layer)
along with the support of running a full node on different hard-
ware architectures (x86 and ARM [114]). Geth [115], Nether-
mind [116] or Erigon [117] are examples of Ethereum Execu-
tion clients, while Lighthouse [118], Lodestar [119] or Nim-
bus [120] are examples of Ethereum Consensus clients. The
Diversify Now website [121] displays a graph showing the dis-
tribution of the different clients for both the Consensus and Ex-
ecution Layer of Ethereum. As of April 2024, it shows that the
Consensus Layer of Ethereum is doing better towards decen-
tralization on client implementations than compared to Execu-
tion Layer. On the former, we can see that Prysm [122] runs
on around 40% of the network, followed by Lighthouse with
around 35%. However, Teku [123] and Nimbus have also rele-
vance in the space with around 10% each. Nonetheless, regard-
ing Execution, we observe a centralization of clients towards
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Geth, with more than 60% of the nodes in the network. The
Ethereum Network Monitoring project [124] shows different
dashboards with decentralization metrics for both Consensus
and Execution Layer of Ethereum.

Additionally, some Ethereum Execution clients offer the pos-
sibility to trade-off trust and sync facilitation by providing
checkpoints [125] that ease the initial synchronization process,
reducing the amount of data the new hardware joining the net-
work has to download and process (and, hence, shrinking the
time needed to bootstrap), but at the expense of lowering the
trust of the node’s setup. In this same direction, Bitcoin also
offers this trade-off by offering configuration flags that disable
signature verification for historic –trusted– blocks [126].

Regarding Bitcoin, Bitcoin Core client is compatible with
x86 and ARM hardware architectures. Moreover, besides Bit-
coin Core, there exist other clients such as Libbitcoin [127], Bit-
coin Knots [128], or Btcd [129]. Bitnodes [130] show a rank-
ing with the client distribution for the Bitcoin Network. Unlike
Ethereum, we can see that (as of February 2024) more than
95% of the nodes are running a version of the Bitcoin Core
client. Bitnodes [131] also show a geographic distribution of
these nodes.

In an aim to measure the level of centralization a blockchain
has, the Minimum Nakamoto Coefficient can be used, which
is a generalization of the Gini Coefficient and the Lorenz
Curve [132] that are typically used to measure inequality.

The Nakamoto Coefficient counts how many different par-
ties verifying the system must collude in order to gain (at least)
33.3̂% of the total stake of the network. In particular, given a
subsystem s with K entities and let p1 > · · · > pK be the propor-
tions of the subsystem controlled by each of the K participants
s.t.
∑K

i=1 pi = 1, the Nakamoto coefficient of a subsystem Ns is
the minimum number of entities whose proportions added get,
at least 33.3̂% control.16

Ns := min{k ∈ [1, . . . ,K] :
k∑

i=1

pi ≥ 0.3̂}.

Moreover, if a decentralized system is composed of S subsys-
tems, where Ns denotes the Nakamoto coefficient of the subsys-
tem s then, the Minimum Nakamoto Coefficient Nmin is defined
as:

Nmin := min{N1, . . . ,Ns}.

A table with the Minimum Nakamoto Coefficients for net-
works like Polygon [133], Ethereum [27], Solana [28] or
MINA [134] can be found in [135].

For a more in-depth study on the decentralization of Bitcoin
and Ethereum, we refer to [136] and [137].

4.1.4. Specific security assumptions
In this Section, the specific security assumptions are outlined

from the explanations provided in the previous Section.

16Extracted from [132].

From secure cryptographic primitives. In the context of
blockchain, the specific security assumptions that we can ex-
tract regarding cryptographic primitives are the following.

Secure hash functions. As discussed above, hash func-
tions are the main cryptographic primitives used in
blockchains, both in Layer 1 and Layer 2 alike. In par-
ticular, from the properties that a secure hash function
must have (explained in Appendix B), the two most im-
portant properties in this context are the infeasibility of
collisions17 and second preimage resistance18. Those
two properties are vital to guarantee the correct behavior
of blockchains. On the one hand, regarding mining, it
is crucial to guarantee that it is unfeasible to find a new
block that hashes to an existing –confirmed– block, since
this would allow to rewrite the blockchain. On the other
hand, regarding signatures, if you are able to find sec-
ond preimages of an address, you could generate valid
signatures using a different private key and, in turn, you
could make arbitrary changes to the transaction without
altering the signature.

Secure digital signatures. Secure digital signatures provide
three properties:

Authentication. In the context of digital signatures,
refers to the process of verifying the identity of
the signer.

Non-repudiation (Undeniability). In the context of
digital signatures, refers to the fact that a digi-
tal signature, once signed, cannot be revoked or
disowned by the signer on a future moment.

Immutability. In the context of digital signatures,
refers to the inability to present an altered con-
tent with a valid tampered digital signature.

Figure 4 summarizes the aforementioned specific security as-
sumptions. In green, we can see the umbrella security assump-
tion we are working on, while in blue we can see the direct
two specific security assumptions extracted from the security
assumption. Finally, in orange, we can see the two most im-
portant properties extracted from secure hash functions, along
with the three particular properties a secure digital signature
must provide.

From reliable consensus. In this study, we consider equivalent
“reliable consensus” and “consensus is safe and live”. Let us
introduce safety and liveness for consensus protocols.

Safety. This property implies that any transaction (or state
change) considered correct and final by one properly-
working node of the system will be eventually consid-
ered correct and final by every node following the rules

17It is computationally unfeasible to find two different messages with the
same hash value within a reasonable amount of time

18It is computationally unfeasible to find a second input message that gener-
ates the same hash value within a reasonable amount of time.
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Figure 4: Specific security assumptions from secure cryptographic primitives

of the consensus. This property also ensures that no two
transactions (or state change) considered final by two
different properly-working nodes will ever conflict.

Liveness. This property states that as long as there is, at least,
one transaction that is suitable to be included on the
blockchain (that is not considered final by any properly-
working operating node) then, the set of finalized trans-
actions by (at least) one properly-operating node will in-
clude the aforementioned transaction.

From these two properties, a number of specific security as-
sumptions can be drawn.

Trusted genesis block. Derived from safety, the trusted gene-
sis block is yield as a specific security assumption. An
attack regarding the genesis block of a blockchain is dis-
cussed by Garay et al. [138] where they present a secu-
rity model where an adversary pre-computes a genesis
block, leading to plausible –but flawed– blockchains.19

For this reason, we place the ability of “bootstrap us-
ing the same genesis block” as a security assumption of
Layer 1 systems, ensuring secure bootstrapping.

Additionally, it is necessary to assume that the ability to
access the genesis block at any given time is granted, so
anyone can bootstrap the blockchain.

Actors are rational. There are incentives to follow the consensus.
Derived from both safety and liveness, Layer 1
blockchains make a specific security assumption about
the rational20 behavior of actors and the incentives
involved in the consensus process. The design of
incentives is aimed at encouraging rational actors to
adhere to the consensus rules. This assumption typically

19In the article, they present an attack where an adversary is allowed with
polynomial-time pre-computation so he can compute a very long –private–
chain and then reveal blocks at the rate honest players compute new blocks.
Doing that, the adversary can break many properties of a sound permissionless
blockchain.

20Rational as defined in [139].

encompasses token creation, token management, max-
imum token supply (if applicable), and token removal
from the network. Furthermore, it is assumed that
this security assumption provides the framework for
defining the rules and the value of the token.

This specific security assumption must cover, at least,
the following aspects:

Handle token creation. It should handle how the to-
kens are created and distributed. This also in-
cludes how the tokens should be initially dis-
tributed (e.g., through an Initial Coin Offering).
Usually, the creation and distribution of new
minted tokens is done as a reward for validating
the information on the network (e.g., as a min-
ing reward in Proof-of-Work or a stake reward
in Proof-of-Stake).

Handle maximum token supply. It should determine
the total amount (if any) of tokens that can be
in circulation at any given time.

Handle token removal. In case of need, it should also
define the burning mechanisms that allow to re-
move tokens permanently from circulation.

Layer 1 blockchain systems assume sound and well im-
plemented incentive mechanisms that allow the creation,
distribution and removal of tokens, as well as that the
actors involved on the system are rational.

Eventual Consensus. Derived from liveness, eventual consen-
sus can be extracted. Since every blockchain needs a
consensus protocol to agree on the built blocks, they also
need a way to share this information. When synchro-
nizing the network, weak synchronization might hap-
pen. Weak synchronization refers to the event where
a relevant fraction of nodes do not have an up-to-date
blockchain state even after an extended period of time.
Baek et al. [140] and Decker et al. [141] present the
problems that carry the fact that the Bitcoin network has
delayed block propagation.
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It is worth noting that block size has a direct impact over
the synchronization capabilities of the network. In par-
ticular, the propagation time is directly proportional to
the block size.

Thus, it is supposed that the system has eventual consen-
sus and that the information is synchronized among the
nodes fast enough to avoid the problems weak synchro-
nization has.

From reliable consensus and decentralization. By considering
both reliable consensus and decentralization, we derive two ro-
bust and crucial security assumptions with significant implica-
tions.

Provide with (on-chain) data availability. Derived from live-
ness and decentralization, on-chain data availability can
be drawn. On-chain data availability ensures that any
user is able to download all the data required to verify
any given transaction at any given point on time.

Thus, Layer 1 blockchain systems assume that they have
the means to provide with on-chain data availability.

(Eventual) Censorship-resistance. Derived from liveness and
decentralization, (eventual) censorship-resistance can be
drawn. Eventual censorship-resistance refers to the fact
that nobody can prevent anyone to “participate” (under-
standing “participate” as “use”) in the blockchain net-
work. In the case of Bitcoin, this means that valid trans-
actions will eventually be included in the blockchain, al-
though the time they take to be included in a future block
may be affected by parameters such as the fee or the
standardness of its scripts. This provides guaranteed
finality of transactions.

Figure 5 summarizes the aforementioned specific security as-
sumptions, obtained from a reliable consensus and decentraliza-
tion. In green, we can see the umbrella security assumptions we
are working on. In purple, we have safety and liveness from a
reliable consensus, while in blue we can see the five specific se-
curity assumptions extracted from it. Finally, in orange, we can
extract the property of secure bootstrapping guaranty (obtained
from a trusted genesis block), the guaranteed finality property
provided by the (eventual) censorship-resistance, and the three
different techniques regarding the economic incentives around
the tokens on the network.

4.2. Blockchains: Layer 2
In this Section, we explore, for every Layer 2 solution con-

sidered, which are the security assumptions that they need to
rely on: both properties and specific security assumptions they
are inheriting from Layer 1, and which additional security as-
sumptions they also require. The term inherit in this context
denotes the Layer 2 solution’s requirement for a given property
or security assumption which is already required by the under-
lying Layer 1 solution (thus no additional guarantees are added
for the Layer 2 solution to be secure). We also consider secu-
rity assumptions that are inherited from Layer 1, but modified

if they rely and implement the “same” security assumption as
in Layer 1, but modified to make it compatible with the Layer 2
solution.

4.2.1. Payment Channel Networks
As we have stated in Section 3.4.1, PCNs allow to create

a peer-to-peer network on top of an existing blockchain that
makes it possible to detach from the limitations imposed by the
Layer 1, and perform as many transactions as desired (limited,
usually, by the underlying hardware running these off-chain
transactions).

Let us review the inherited, inherited but modified, and addi-
tional security assumptions PCNs need to work properly.

Inherited. PCNs rely on the following specific security as-
sumptions.

Cryptographically secure hash function. PCNs make use of
hash functions in order to execute multi-hop pay-
ments [142]. In particular, the infeasibility of find-
ing preimages on the hash function is vital since multi-
hop payments make use of Hash Time-Locked Contracts
(HTCL) [143] and those, in turn, are secure as long as it
is infeasible to find preimages on the hash functions on
a reasonable amount of time. Since Layer 2 transactions
are also valid transactions on Layer 1, they use the same
hash functions.

Secure digital signatures. Since transactions made using Pay-
ment Channel Networks are actual –valid– “regular”
transactions, PCN rely on secure digital signatures to
sign those transactions and provide with security when
sending the transactions over the channel. PCNs make
use of digital signatures in order to sign and verify off-
chain transactions (among other functions). For this
reason, PCNs assume that the digital signature used on
Layer 2 is also secure (recall Section 4.1.4).

Consensus is safe and live. PCNs must assume that the under-
lying consensus is safe and live because if any party in
the channel wishes to cheat and broadcast an old state of
the channel, the other party must be capable of respond-
ing by sending a transaction to the underlying Layer 1
and obtaining confirmation, even in scenarios where the
other party stops answering or disappears. Moreover,
transactions sent onto Layer 1 still need to be validated
for correctness, including verifications to ensure that
only the owner of the funds can redeem the transaction.

(Eventual) Censorship-resistance. Payment Channel Net-
works rely on timelocks [144] to handle the non-
cooperative closing case. This is the case where one end
of the channel closes it unilaterally. In order to ensure
soundness and prevent someone from redeeming a fa-
vorable –non current– transaction to the underlying net-
work, PCN use timelocks. Additionally, timelocks along
with (eventual) censorship-resistance are also used on
multi-hop payments. Those are the payments that are
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Figure 5: Specific security assumptions from reliable consensus and decentralization.

routed through a set of intermediaries in order to reach
the final recipient. For the aforementioned reasons, PCN
needs to rely on (eventual) censorship-resistance over
the Layer 1, thus, it is impossible to censor a certain
transaction and/or party from publishing transactions
into Layer 1 for an arbitrary long amount of time.

Inherited, but modified.

Actors act rationally. Besides inheriting and assuming ratio-
nal behavior from Layer 1, on PCNs, there are a number
of of situations where actors involving the L2 system
are assumed to act rationally. However, in this study,
we highlight one of them: unilateral channel closing. It
is expected that the party wanting to close the channel
broadcasts the last commitment transaction, since broad-
casting an older commitment transaction would result in
a potential loss of funds.

Additional.

Bridge smart contract is secure. The way PCNs open and
close channels is directly using regular Bitcoin trans-
actions (although their scripts are more complex than a
simple payment to an address). For this reason, it must
be assumed that the “bridge smart contract” (that is, the
scripts included in the transactions opening the channel)
used to open the channel is secure.

Node is always online. Since PCNs rely on timelocks in order
to ensure soundness, they need to assume additionally
that both ends of the channel are continuously online,
monitoring the blockchain for possible revoked commit-
ment transactions that could close the channel in no-
longer valid states. Nodes that want to use PCNs with-
out being always online may delegate this responsibil-
ity to Watchtowers [145, 146, 147], services that moni-
tor the underlying blockchain and automatically respond
to fraudulent unilateral channel closings by broadcasting
penalty transactions on behalf of the legitimate owner.

Although PCNs make use of additional cryptographic primi-
tives at the networking level [148], we skip them because they
are out of the scope of this study.

4.2.2. Optimistic Rollups
Recall from Section 3.4.2 that Optimistic Rollups serve the

purpose to gather transactions together and present only state
updates to Layer 1, securing the system using fraud proofs. This
section reviews the inherited, inherited but modified, and addi-
tional security assumptions for Optimistic Rollups.

Inherited.

Cryptographically secure hash functions. Optimistic
Rollups make use of hash functions in its inner work-
ings (in particular, they are used to compute the Merkle
root [80] when encoding the pre- and post-state of the
Layer 2). Typically, since rollups are dealing with plain
Layer 1 transactions, they make use of the same imple-
mentation of the underlying hash function, inheriting
it.

Consensus is safe and live. Unlike PCNs, Optimistic Rollups
send batched transactions to Layer 1 and depend on a
safe and live underlying consensus to validate that the
state transition is properly done. For this reason, rollups
need to rely on a safe and live consensus on the underly-
ing blockchain.

(Eventual) Censorship-resistance. Optimistic Rollups rely
on Layer 1 for censorship-resistance. In an Optimistic
Rollup, a centralized entity (usually called the Operator)
is responsible for processing and executing transactions,
and submitting rollup blocks to Layer 1. This approach
has censoring-related consequences. On the one hand,
the rollup Operator can directly censor users by going
completely offline, or by refusing to produce blocks that
include certain transactions in them. On the other hand,
rollup Operators can also prevent users from withdraw-
ing funds deposited in the rollup contract by withholding
state data necessary to build the Merkle proof of owner-
ship (in the case of Ethereum). In order to avoid this
problem, Optimistic Rollups usually enable the users to
send a forced Layer 1 transaction, where the users have a
way to directly send the transaction to Layer 1 in the case
of a non-cooperative Operator. Additionally, since fraud
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proofs are a time-sensitive matter, Optimistic Rollups
need from (eventual) censorship-resistance in order to
ensure that a challenge to a state transition in the system
will always be taken into account on time.

Provide with (on-chain) data availability. Optimistic
Rollups send the actual data of the transactions
processed off-chain into Layer 1 to provide with data
availability. That is, they send the plain text transaction
data to be written on the blockchain directly. For
this reason, they need to assume that the consensus is
safe and live so they can access the data in order to
reconstruct and recompute the state of the blockchain in
case of need.

Inherited, but modified.

Secure digital signatures. Since Optimistic Rollups are deal-
ing with actual Layer 1 transactions, they need to ensure
that those are properly signed and managed. For this rea-
son, Optimistic Rollups need to assume that the digital
signature used to sign the transactions is secure. It is usu-
ally the case that the signature used is the same that the
one used on Layer 1, in order to improve compatibility.
However, since Optimistic Rollups “compress” transac-
tions, they can be implementing other types of digital
signatures21 that enable aggregating digital signatures
into a single “master” digital signature (e.g., BLS [149]
signatures).

Actors act rationally. Optimistic Rollups rely on fraud proofs
in order to ensure a correct state transition. In partic-
ular, they rely on the fact that if anyone is caught try-
ing to submit an incorrect state transition, this entity is
punished by an slashing mechanism of the “bond” when
proposing a new batch. For this reason, in order to pro-
vide with soundness to the system, Optimistic Rollups
need to assume that the actors involved on the system
are rational and follow the proper rules when proposing
new batches to avoid getting punished.

Additional.

Bridge smart contract is secure. Considering that Optimistic
Rollups run a whole new network in parallel of the ex-
isting Layer 1 network, they usually rely on a smart
contract that “bridges” the assets from one network to
another [150]. As we have seen in Section 1, bridges
are a clear target of attacks, so they need to be secure
and trustworthy. In order to achieve that, it is encour-
aged the audit of the smart contracts involved on the
bridge, for example, through Quantstamp [151], Open-
Zeppelin [152] or Veridise [153]. For more information
regarding implementing secure smart contracts bridges,
we refer to McCorry et al. [154].

21While this may be possible to be implemented, to the best of our knowl-
edge, it is not currently implemented on any of Ethereum’s mainnet Optimistic
Rollups.

Fraud proofs have a wide enough time window. Optimistic
Rollups rely on fraud proofs in order to validate the tran-
sition state from one block to another. In an Optimistic
Rollup, it is assumed that anyone submitting a rollup
block is well behaved and a fraud proof is presented
by any other party on the system proving that the state
transition is invalid. Due to the nature of this proof, a
wide enough time window is required to give enough
time to other participants to evaluate and challenge the
state transition. State-of-the-art implementations of
Optimistic Rollups currently allow for a time window of
seven days [155].

4.2.3. Zero-Knowledge Rollups
Recall, from Section 3.4.2, that Zero-Knowledge Rollups,

likewise Optimistic Rollups, serve the purpose of compressing
computation (in this case, transactions in a blockchain) and pre-
senting only state updates to Layer 1 but, whereas Optimistic
Rollups make use of fraud proofs to secure the solution, Zero-
Knowledge Rollups make use of Zero-Knowledge Proofs to se-
curise the state transitions. This Section presents the inherited,
inherited but modified, and additional security assumptions for
Zero-Knowledge Rollups.

Inherited.

Consensus is safe and live. Likewise Optimistic Rollups,
Zero-Knowledge Rollups also send the plain –batched–
transactions to Layer 1, while relying on the safety
and liveness of the underlying consensus to verify
the Zero-Knowledge Proof, ensuring a correct state
transition from batch to batch. Thus, for this reason,
they rely on a safe and live consensus mechanism on
Layer 1.

(Eventual) Censorship-resistance. Similarly to Optimistic
Rollups, Zero-Knowledge Rollups use a Sequencer that
is responsible for executing transactions, producing
batches and submitting blocks to Layer 1. This entity
is also responsible for transaction ordering. A possi-
ble censorship problem is avoided in Zero-Knowledge
Rollups by providing data availability (by relying on a
safe and live consensus) and by offering a way to sub-
mit a censored transaction directly to Layer 1. Just like
Optimistic Rollups, Zero-Knowledge Rollups typically
implement forced Layer 1 transactions as well, enabling
the users to directly interact with Layer 1 when fac-
ing a non-cooperative Operator. For this reason, Zero-
Knowledge Rollups need to assume that the underlying
Layer 1 is (eventually) censorship-resistant.

Provide with (on-chain) data availability. See Provide with
on-chain data availability in Section 4.2.2.

Inherited, but modified.

Cryptographically secure hash functions. Zero-Knowledge
Rollups make use of hash functions in order to properly
work (just like Optimistic Rollups, the state of the
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Layer 1 and Layer 2 is encoded through a Merkle tree).
For this reason, the hash functions used must be secure.
However, in this case, Zero-Knowledge Rollups usually
prefer to implement a “Zero-Knowledge Friendly”
hash function, that enables an easier implementation of
the proof. For this reason, other hash functions (e.g.,
Poseidon [156]) are used in this Layer 2 solution.

Secure digital signatures. See Secure Digital Signatures in
Section 4.2.2.

Actors act rationally. ZK-Rollups typically involve many ac-
tors in the system. Those actors can be categorized as
Sequencers, whose main functionality is to order and
evaluate transactions; and Aggregators (or Executors),
whose main functionality is to take the traces produced
by Sequencers when evaluating the transactions and to
produce a proof of its state transition. Thus, in order to
encourage good behavior of those actors, economic in-
centives must be provided. This is accomplished using
a number of different techniques. In particular, we can
distinguish two different incentives:

Regarding transaction ordering. The Sequencer
earns transaction fees paid directly by L2 users
when submitting transactions. This is usually
paid in the native L2 token (e.g., Bridged Ether
in case of Ethereum). The amount paid depends
on the gas price, which is set by the users based
on how much they are willing to pay for the
execution of their transaction.

Regarding proving. To incentivize the Aggregator for
each batch sequenced, this flow is typically used:
the Sequencer locks a number of tokens on
the L1 contract proportional to the number of
batches that are sequenced and are to be proved.
Once a proof of the batches is provided, the Ag-
gregator can claim this reward.

Thus, to maximize its income, the Sequencer would pri-
oritize transactions with higher gas prices.

Additional.

Bridge smart contract is secure. See Bridge smart contract is
secure in Section 4.2.2.

Conversion from zkEVM to EVM is correctly done. Zero-
Knowledge Rollups feature an additional framework
that translates the EVM instructions into a zkEVM
(zero-knowledge Ethereum Virtual Machine) that
includes the “Zero-Knowledge” capabilities on each
“regular” instruction. The way this conversion is
handled depends on each particular implementation.
Zero-Knowledge Rollups assume that this conversion
is properly done. Typically, this is carried out by
“translating” each operational code adding the Zero-
Knowledge capabilities (e.g., Polygon zkEVM [157]
implements a ROM that translates each OPCODE from

the Ethereum Virtual Machine to their Zero-Knowledge
Ethereum Virtual Machine [158]), or by implementing
a custom compiler that takes a “regular” program and
compiles that source code to a Zero-Knowledge capable
executable (e.g., zkSync Era [159] use their compiler
to translate Solidity or Vyper code into their zkEVM
bytecode [160]).

Zero-Knowledge framework is secure and sound. The way
a Zero-Knowledge Proof is generated and verified varies
from framework to framework. Each Zero-Knowledge
framework has a trade-off between a set of different
characteristics, including proof generation time, verifi-
cation time, and length of the proof. Modern Zero-
Knowledge frameworks are built from the conjunction
of a functional commitment scheme (e.g., a polyno-
mial commitment scheme [161]) and an Interactive Or-
acle Proof (IOP) [162]. Both cryptographic primi-
tives need to be secure and trustworthy. For an study
regarding the threads around building SNARK-based
Zero-Knowledge Frameworks, we refer to Chaliasos et
al. [163].

Trusted Setup is correctly generated.22 Zero-Knowledge
Rollups making use of a Zero-Knowledge Framework
that relies on a Trusted Setup or a Common Reference
String (CRS) also assume that the “toxic waste” used
to generate this setup is safely and properly disposed.
Otherwise, a leaked toxic waste can be used to generate
false proofs that the Verifier (in this case, the Layer 1)
will accept as valid (an example, by hand, about how
this can be achieved can be found in [164].).

4.2.4. Validium
Recall from Section 3.4.2 that Validiums are a kind of Zero-

Knowledge Rollup that rely on off-chain data availability when
publishing the plain transactions of the batches. This section
presents the inherited, inherited but modified, and additional
security assumptions for Validiums.

Inherited.

Consensus is safe and live. See Consensus is safe and live in
Section 4.2.3.

(Eventual) Censorship-resistance. See (Eventual)
Censorship-resistance in Section 4.2.3.

Inherited, but modified.

Secure digital signatures. See Secure digital signatures in
Section 4.2.2.

Cryptographically secure hash functions. See Cryptograph-
ically secure hash functions in Section 4.2.3.

Actors act rationally. See Incentives to follow the rules for
the Aggregator and the Sequencer in Section 4.2.3.

22Only for Zero-Knowledge Frameworks that require a Trusted Setup (usu-
ally SNARK-based).
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Additional.

Provide with (off-chain) data availability. Since Validiums
do not provide with on-chain data availability, they need
to provide with other means to ensure data availability.
Without data availability, an offline (or malicious)
Operator can lock the funds indefinitely on the Validium
without possibility of withdrawal. For this reason, it
is crucial for the proper working of Validium that they
have means to ensure access to the necessary data to
rebuild the state of the network at any given time.

Conversion from zkEVM to EVM is correctly done. See
Conversion from zkEVM to EVM is correctly done in
Section 4.2.3.

Zero-Knowledge framework used is secure and sound. See
Zero-Knowledge framework used is secure and sound
in Section 4.2.3.

Trusted Setup is correctly generated.23 See Trusted Setup is
correctly generated in Section 4.2.3.

Bridge smart contract is secure. See Bridge smart contract is
secure in Section 3.4.2.

4.2.5. Volition
Volition behaves like a Zero-Knowledge Rollup if it provides

with data availability to Layer 1, and behaves like a Validium
otherwise. Thus, it inherits and adds the security assumptions
of each technology depending on the “mode” the Volition is
running.

4.2.6. Summary
Table 4 summarizes the inherited, inherited but modified, and

additional security assumptions for each of the studied Layer 2
solutions.

Regarding the security assumptions directly inherited
from Layer 1, we can see that all of them assume that the under-
lying network features a safe and live consensus, and that it pro-
vides with (eventual) censorship-resistance. Moreover, they all
rely on cryptographically secure hash functions and digital sig-
natures (either directly inheriting those properties from Layer 1,
or by slightly modifying either of those security assumptions);
and assume that all actors involved the systems (Layer 1 and
Layer 2) act rationally.

In addition to that, both kinds of rollups (Optimistic Rollups
and Zero-Knowledge Rollups) rely on Layer 1 to provide with
on-chain data availability. Validum rely on off-chain data avail-
ability instead, and Volition has this dynamic behavior that can
act as either Zero-Knowledge Rollup or Validium. It is impor-
tant to note that Payment Channel Networks do not need to rely
on data availability for a proper functioning.

Regarding the additional security assumptions required by
Layer 2 solutions, we observe that all of them rely on a secure
bridge smart contract.

23Only for Zero-Knowledge Frameworks that require a Trusted Setup (usu-
ally SNARK-based).

Payment Channel Networks, on top of that, only need to as-
sume that the node is always online; and Optimistic Rollups
require to assume that there is a wide enough time window set
up so any party on the system has sufficient time to submit a
fraud proof.

Finally, Zero-Knowledge Rollups (and its two derivatives Va-
lidium and Volition) need to assume three additional security
assumptions, all of them regarding Zero-Knowledge Proofs.
Namely, they are required to assume that the zkEVM to EVM
conversion is done correctly, that the Zero-Knowledge frame-
work used is secure and sound, and, when a SNARK-based
Zero-Knowledge Schema is used, they also need to assume that
the Trusted Setup is correctly generated (disposing the toxic
waste safely, or by generating it through Multi-Party Computa-
tion).

It is important to note that all the Layer 2 solutions need to
rely on additional security assumptions in order to have a sound
Layer 2 scalability system. Nonetheless, the different types of
solutions offer a trade-off between additional security assump-
tions and benefits in terms of usability and cost. For an study
about this trade-off, we refer to [165].

5. Discussion

In this Section, we first expose the practical implications we
envision for our study. Then, we review a number of attacks
that have happened on the Layer 1 and/or Layer 2 ecosystem
in which the violation of key security assumption (or many of
them) led to real-world vulnerabilities. Finally, we present the
trade-offs between Security, Scalability, and Decentralization
that the analyzed Layer 2 solution has.

5.1. Practical Implications

The findings of our study have direct practical applications
for developers, auditors, and protocol designers working on
Layer 2 blockchain solutions. By systematically identify-
ing and analyzing the security assumptions underlying vari-
ous Layer 2 mechanisms, our work provides a foundation for
evaluating the robustness of these systems before deployment.
Developers can use our categorization to better understand the
trade-offs involved in different scalability approaches, while au-
ditors and security researchers can rely on it as a framework for
threat modeling and risk assessment. This contributes to build-
ing more secure and transparent Layer 2 infrastructures.

Furthermore, our analysis supports informed decision-
making for ecosystem stakeholders, such as governance bodies,
foundations, and investors, who must evaluate the long-term
sustainability of Layer 2 technologies. By revealing how se-
curity assumptions vary across implementations and how they
extend (or diverge from) those of the underlying Layer 1, our
work highlights areas that require more scrutiny and potential
standardization. In this sense, our study contributes not only to
academic understanding but also to the responsible and secure
scaling of blockchain networks in practice.
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Table 4: Summary of security assumptions of Layer 2.
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Cryptographically secure hash functions (on L2 as well)
1 1 1

Secure digital signatures (on L2 as well)
2 2 2 2

Consensus is safe and live

(Eventual) Censorship-resistance
Provide with data availability

3 4

Actors act rationally (on L2 as well)
5 6 6 6 6

Bridge smart contract is secure
Node is always online
Fraud proofs have a wide enough time window

Conversion from zkEVM to EVM is correctly done
Zero-Knowledge framework used is secure and sound
Trusted Setup is correctly generated (toxic waste safely disposed or generated using MPCs)

7 7 7

Inherited from Layer 1.
Inherited from Layer 1, but modified.
New additional security assumption.

1 Zero-Knowledge Rollups may be using other “Zero-Knowledge Friendly” hash functions (e.g., Poseidon [156]).
2 Rollups may be using other signatures that enable them to aggregate several digital signatures together (e.g., BLS

Signatures).
3 Validium relies on off-chain infrastructure to provide with data availability.
4 Volition relies on on-chain data availability when running in “Zero-Knowledge Rollup” mode, and provides with off-

chain data availability otherwise.
5 Actors on PCN need to act rationally when routing multi-hop payments, and when handling the closing of the channel.
6 Actors in rollups need to act rationally and to have incentives to follow the rules.
7 Only for Zero-Knowledge frameworks that require a Trusted Setup (usually SNARK-based).

5.2. Empirical Validation
To bridge the gap between theory and practice, this Section

examines real-world incidents where violated security assump-
tions led to severe compromises in blockchain systems. By re-
visiting these cases, we aim to demonstrate how abstract se-
curity models translate into concrete vulnerabilities, and how
a deeper understanding of foundational assumptions can help
prevent similar failures in future designs.

For a more in-depth study of known attacks to Layer 2 solu-
tions, we refer to [4, 166].

1. Ethereum Classic 51% Attacks (2020–2021). Attackers
monopolized hash power to reverse transactions, violat-
ing the honest-majority assumption in PoW systems [167].
Security assumption violated: Reliable consensus
(safety and liveness).

2. Ronin Bridge Hack (2024). A contract upgrade intro-
duced dead code, leaving minimumVoteWeight unini-
tialized, which is a key security check on the con-
tract [168]. Security assumption violated: Bridge smart
contract is secure.

3. zkSync Era ZK-Rollup Vulnerability (2023). Flaws in
zkEVM proof generation allowed balance spoofing [169].
Security assumption violated: Zero-Knowledge frame-
work used is secure and sound.

4. Theoretical StarkEx Data Withholding (2022). This is
a theoretical attack where a Validium operator temporar-
ily locked funds by withholding data [170]. Security as-
sumption violated: Provide with data availability.

5. Possible ZCash Toxic Waste Leak (2018). Flawed setup
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ceremonies potentially exposed toxic waste providing with
the ability to forge proofs [171]. Security assumption vi-
olated: Trusted Setup is correctly generated (toxic waste
safely disposed or generated using MPCs).

6. Lightning Network Balance LockDown (2020). Attack-
ers temporarily lock a victim’s funds in a payment chan-
nel by initiating HTLCs that never complete, preventing
the victim from using their balance until the timelocks ex-
pire [172]. Security assumption violated: Actors act
rationally (on L2 as well).

7. DoubleUp Roll: Double-spending in Arbitrum. The
attack exploits state rollback mechanisms in Optimistic
Rollups by strategically inducing delays in transaction fi-
nality, enabling double-spending through cross-chain ap-
plication vulnerabilities that trust soft-finalized L2 trans-
actions before hard-finalization on Ethereum [173]. Se-
curity assumptions violated: (Eventual) Censorship-
Resistance, and Actors on L2 have incentives to follow the
rules.

For an in-depth analysis of attack vectors found on public
blockchains, we refer to Section 3 on [174].

5.3. Trade-offs of Layer 2 solutions

Layer 2 solutions present distinct approaches to balance the
Blockchain Trilemma. Our analysis reveals critical security-
performance (scalability)-decentralization trade-offs across im-
plementations, which will be examined in detail in the follow-
ing Sections.

5.3.1. Security-Performance Trade-offs in Layer 2 solutions
The current landscape of Layer 2 solutions present, inher-

ently, security and performance (scalability) trade-offs. In par-
ticular, they present these trade-offs when handling data avail-
ability, and when considering state validation.

Data Availability Trade-offs.

• Rollups: Maintain full L1 data availability for robust se-
curity at the cost of limit throughput to around ≈ ×15 L1
TPS due to on-chain storage costs [175].

• Validium: Achieves ≈ ×30 TPS [176] through off-chain
data storage but introduces trusted custody models, since
a majority of data committee members can temporarily
freeze withdrawals [170].

• Volition: Hybrid model allowing per-transaction DA se-
lection allows for cost reduction on selected non-critical
transactions, while maintaining the ability to transact like
in a regular rollup when desired.

State Validation Trade-offs.

• Fraud Proofs (Optimistic): 7-day withdrawal delays pre-
vent real-time DeFi use, but enable full EVM compatibil-
ity with great gas cost reduction compared to L1.

• Validity Proofs (Zero-Knowledge): Instant finality en-
ables sub-2min withdrawals but requires specialized
zkEVMs introducing new attack surfaces.

Please note that PCNs do not need to provide with DA nor
they rely on state validation to be secure, so these trade-offs are
not applicable to this technology.

5.3.2. Security-Decentralization Trade-offs in Layer 2 solu-
tions

The security-decentralization trade-off manifests acutely in
Sequencer and Executor (Prover) architectures, and data avail-
ability models. In particular, Sequencer and Executor central-
ization plays a fundamental role about the decentralization of
the scaling technology given its important role on the network.
Regarding the Data Availability Committees, they are a key
component of the security of technologies like Validium, thus,
the more decentralized they are, the less trust needs to be as-
sessed, increasing security.

Sequencer and Executor Centralization Trade-offs.

• To the best of our knowledge, currently all production-
ready rollups run over a centralized single Sequencer, cre-
ating single points of failure.

• Emerging decentralized Sequencer pools (e.g., Espresso
Systems [177]) show latency increase versus centralized
models but prevent transaction censorship, and increase
decentralization.

• While the crafting of Zero-Knowledge Proofs could be
easily decentralized, recent research points out that spe-
cialized hardware is needed in order to create the proofs
about the state transitions of the blockchain [178]. The
high Prover requirements are a steep wall to overcome
when considering joining the Executor network of Provers.

Data Availability Committees.

• Validium’s Data Availability Committees typically are
formed by 8 different parties. A compromise of 5 out of 8
nodes could freeze >$1B worth in assets [179].

5.3.3. Hybrid Approaches to workaround the Blockchain
Trilema

In an attempt to workaround the Blockchain Trilema, and its
trade-offs, hybrid approaches like Volition have emerged.

20



Volition’s Adaptive Security.

• On Volition, users can select per-transaction data availabil-
ity: high-value transfers can make use of L1 data avail-
ability (more expensive), while microtransactions can go
through off-chain data availability (much cheaper).

• Dynamic proofs allow for the mixing of validity and fraud
proofs for increased convenience, while maintaining low
fees and costs [180].

This analysis demonstrates that while no Layer 2 solution
fully resolves the Trilemma, hybrid architectures significantly
advance the security-scalability frontier. We advise users to
evaluate these trade-offs against specific use case requirements:
high-value DeFi may prioritize ZK-Rollup for its security,
while gaming applications could opt for Validium’s throughput
despite reduced decentralization guarantees.

For an in-depth comparison about Layer 2 solutions, please
refer [165, 181].

6. Conclusions and Future Work

The landscape of blockchain technology continues to evolve,
highlighting scalability as a primary challenge for which
Layer 2 solutions have become the leading approach. However,
these rapidly emerging solutions often lack thorough documen-
tation and examination of their underlying security assump-
tions.

Layer 2 solutions rely on Layer 1 fundamentals that ensure
security and transaction inclusion. These fundamentals include
correct block finalization, censorship resistance, and the use of
robust cryptographic primitives, as well as the collaboration of
actors with well-aligned economic incentives. Without these
principles, they could not guarantee their functionalities or offer
meaningful improvements over the base layer.

In addition, Layer 2 solutions introduce further
assumptions—most notably, the security of bridging smart con-
tracts that link Layer 2 solutions back to the main chain. These
bridge contracts must remain free of exploitable vulnerabilities
to protect transacted and hold assets. Other supplementary
assumptions vary by approach, with some solutions requiring
additional trust in on- or off-chain components.

Our findings underscore the importance of explicitly defining
and rigorously evaluating these assumptions to ensure robust
and trustworthy scalability solutions.

Several avenues remain open for future research to deepen
the understanding of Layer 2 security. First, the development
of formal models to rigorously capture the security assump-
tions underlying Layer 2 protocols would enable more precise
threat analysis and verification. Second, as governance mech-
anisms (particularly those involving decentralized autonomous
organizations , DAOs) play a central role in protocol upgrades
and emergency responses, studying their security implications
and failure modes is essential. Third, the economic incentives
that drive honest participation in Layer 2 systems remain un-
derexplored; future work could analyze how deviations from

assumed economic behaviors might expose systems to manipu-
lation or DoS attacks. Fourth, many security guarantees rely on
idealized user behavior; understanding how real users interact
with Layer 2 systems could reveal vulnerabilities that arise from
usability gaps or non-rational user behavior. Finally, a deeper
analysis of the consequences of each assumption failing would
provide valuable guidance for both developers and researchers,
helping to prioritize mitigations and improve system resilience
in practice.
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Appendix A. Performance metrics used in blockchain

Appendix A.1. Transaction Throughput

The most well-known and common metric for measuring
blockchain scalability is transaction throughput (i.e., Transac-
tions per Second or TPS). All blockchains have a block size
(which, in some cases, can be variable) that determines the
amount of transactions that can be fitted in a block. Addi-
tionally, blockchains also have a block time that determines the
elapsed time between blocks and, in consequence, how fast new
blocks are created and added to the chain. These two charac-
teristics determine the transaction throughput as the amount of
transactions per second the blockchain is able to confirm.

While this metric is easy to compute, its usefulness is rather
low when used to compare the overall performance of a net-
work (even when compared against traditional non-blockchain
based systems). The reason behind that downfall is that this
metric falls short in capturing the diversity of operations a sin-
gle transaction may perform.

Appendix A.2. Other performance metrics

Since transaction throughput is not enough to measure the
overall performance of a network, other metrics are used in
combination to the aforementioned one in order to enrich and
complement the study. Let us present some other metrics:

Latency is the time it takes for a transaction to be confirmed.
In particular, it measures the time between submitting a
transaction to the network and the first confirmation ac-
ceptance by the network (assuming that enough fees are
paid so the transaction is included on the next created
block). For example, on Bitcoin, the latency is 600 sec-
onds, while on Ethereum the latency is between 12 and
15 seconds.

Bootstrap time is the time it takes for a new node to be fully
synchronized24 with the network.

Cost per confirmed transaction in terms of computation,
network and storage resources.

Cost to maintain a full node in terms of computation, net-
work and storage resources.

A study of scalability of blockchains using other perfor-
mance metrics besides TPS, usually yields a better and richer
outcome and gives a better approach about the overall infras-
tructure performance.

Appendix B. Properties of hash functions

Recall that, in Section 4.1.2, secure hash functions are dis-
cussed. The NIST defined that the main problems a secure hash
function have to overcome are three [96]:

Collision resistance This property asserts that it is computa-
tionally unfeasible to discover two distinct inputs to a
hash function that yield the same hash value. In other
words, finding two different messages, denoted as m1
and m2, where hash(m1) = hash(m2) while m1 , m2,
is extremely difficult.

Preimage resistance The preimage resistance property states
that given a hash value chosen at random, it is compu-
tationally impractical to find an input message that pro-
duces that specific hash value. In simpler terms, it is
challenging to determine the original message from its
hash value.

Second preimage resistance This property implies that it is
computationally challenging to find a second input mes-
sage that generates the same hash value as a specific,
known input message. In other words, given a message
m1, it is highly improbable to find another message m2
such that hash(m1) = hash(m2).

Appendix C. How Payment Channel Networks work

Figure C.6 illustrates how the bridging and off-chain trans-
actions work for Payment Channel Networks.

1. Funding Transaction: each involved party deposit an
amount into a 2-of-2 multisig transaction. In the example
on the Figure, each party deposit 1 BTC into the Funding
Transaction.

2. Off-chain transactions: once the Funding Transaction
is confirmed on-chain, the parties can transact as many
times as desired with the hard constraint that the maximum
amount transacted at any time given by any party shall not
exceed the sum of the amount deposited on the Funding
Transaction (in the example above, 2 BTC).

24A new node joining the network is fully synchronized with the network if
it has downloaded and stored all the blockchain data history prior to the current
moment.
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Figure C.6: Step-by-step of the Funding Transaction, Off-chain Transactions,
and Closing Transaction of a Payment Channel Network. Diagram inspired
on [182].

3. Closing Transaction: once the parties are satisfied with
the off-chain trades, both parties submit the Closing Trans-
action onto the L1 with the updated balances. In the non-
cooperative case, one party can redeem a transaction to the
blockchain that is valid right now, invalidating a possible
malicious attack from a devious adversary.

Appendix D. How Zero-Knowledge Rollups and Optimistic
Rollups work

Figure D.7: Step-by-step of an L1 to L2 bridge.

Figure D.7 illustrates the step-by-step that an L1 to L2 bridg-
ing transaction follows.

1. Locks 10 ETH: the L1 user interacts with the L1 bridge
smart contract depositing and locking the desired amount
to be bridged.

2. Sequencer reads transaction: the Sequencer on L2
reads the pending bridge transactions from L1 and pro-
cesses them.

3. Sequencer mints 10 WETH: the Sequencer mints the
corresponding locked amount by invoking the proper func-
tion that handles this logic on the bridge smart contract on
the L2 side.

4. Bridge smart contract sends the funds: once the funds
are created, the bridge smart contract sends the funds to
the specified L2 User wallet address.

Please note that the L2 to L1 bridging process is equivalent
to the explained above, simply replacing “mint” by “burn” and
“lock” by “release”, as well as, inverting all the arrows on the
diagram.

Figure D.8 illustrates the step-by-step that a transaction sub-
mitted to a ZK-Rollup follows from the moment that an L2 User
submits it, until it is verified on L1 and it is properly updated
on L2.

1. Sends L2 tx: the L2 User sends the desired transaction to
an L2 Sequencer.

2. Batches txs (and Sends DA to L2 nodes): the Sequencer
orders the transactions from the mempool and bundles
them in batches to be sent to both other L2 nodes, and to
the L1 bridge smart contract in order to provide with data
availability.

3. Aggregator pulls data: once data is provided as DA on
L1, the Aggregator pulls the data that need to be processed
and proved to L1.

4. The Aggregator provides with the proof: once the Ag-
gregator has the proof done, it is sent to the prover smart
contract to be verified.

5. New L2 State Root: if the proof is correctly validated,
the prover smart contract yields a new validated L2 State
Root.

6. New L2 State Root Consolidation: this new validated
L2 State Root is shared among all the peers on the L2 net-
work, so the nodes can continue the process from this new
state root.

Please note that the workflow for an Optimistic Rollups is
slightly different compared to ZK-Rollups, since they rely on
fraud proofs. Thus, instead of relying on an Aggregator to pro-
vide with validity proofs, the proof and verification are done by
providing with a challenge window period (usually 7 days) in
which any L2 party watching and processing transactions can
submit a fraud proof to invalidate a state transition. In particu-
lar, on Figure D.8 we can replace the “Aggregator” entity with
a “Watching commitee” and we have the workflow for an Opti-
mistic Rollup.
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Figure D.8: Step-by-step of a ZK-Rollup transaction workflow. Diagram inspired on [183].
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